Australian Government

Australian Taxation Office

Help protect you

and your community

Have you had a strange phone call or message about your tax
or superannuation? It could be a scammer trying to trick you.

Sometimes scammers pretend to be from the government, like the Australian
Taxation Office (ATO).

They might try to trick you into paying money or giving them your personal information.

They might do this by telling you to ‘update your details’ or ‘claim your refund’. They'll
do this to try and get you to click on a link that will send you to a fake page designed
to steal your details.

Here's what to do to stay safe

« Stop — Don't share your personal information. Scammers might ask you for
your information, like your driver’s licence, myGov, tax file number (TFN),
or bank account details.

« Think — Ask yourself could the message or call be fake? The ATO will never
ask you for your TEN or bank details by email, SMS, or on social media.

 Protect — Act quickly if something feels wrong. Phone the ATO Indigenous
helpline on 13 10 30 for help.

Think twice before sharing your personal information with anyone, scammers
can use this information to steal money or commit fraud in your name!

If you're not sure if it's really the ATO contacting you, don't reply.

Phone us on 13 10 30 to check. Visit ato.gov.au/scams to find out more.
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